The healthcare and life sciences industries have relied on computing and information technology since the 1950s. 1 In the last decade or so, with the advent of mobile computing, cloud platforms as well as machine learning and analytics, the digital transformation of healthcare on the Internet has been rapid and explosive. The Internet has enabled the transfer and communication of healthcare data as well as the delivery of healthcare services and apps connecting patients and healthcare providers. Digital healthcare ecosystems have evolved on top of cloud platforms, mobile computing, and the Internet of Things (IoT), as well as wearable devices distributed across geopolitical and socioeconomic boundaries. While such ecosystems promise a future for universally accessible and more intelligent healthcare, the privacy of patients, doctors, nurses, and healthcare providers is of greater concern today than ever.
Regulatory compliance requirements, such as the US Health Insurance Portability and Accountability Act (HIPAA) and EU General Data Privacy Regulation (GDPR), support the protection of privacy at various levels. Healthcare data breaches not only can cause significant adverse personal and social impacts of patients and their families, but also incur a huge cost: $6.2 Billion USD. 2 Organizations maintain the privacy of the medical status of their C-suite as closely guarded secrets, to protect themselves from adverse reactions from Wall Street and investors.
Protection and management of healthcare privacy has several challenges and open problems; for example, how does the application of AI and machine learning for healthcare analytics affect privacy? How can anonymization of genomic and healthcare data be carried out to preserve utility while protecting privacy? How can we protect healthcare devices from leaking sensitive IEEE INTERNET COMPUTING healthcare data? How do we develop the next generation of privacy policies and regulatory compliance regimes?
Protected health information (PHI) is often used to refer to any data that can be used to identify a patient. However, HIPAA's current definition of PHI does not include genomic data, which can be used to identify individuals with a great degree of success. 3 Neither does GDPR address such a privacy requirement. 4 Personally identifiable information (PII) also does not have a standards body that identifies genomic data as sensitive personal information. 5 This is an instance where computer science is ahead of industry and regulatory requirements in terms of privacy issues and challenges in HCLS (healthcare and life sciences). Consequently, anonymization of genomic graphs and data is not yet practically used. The anonymization and de-anonymization of PHI/PII is well-addressed in regulatory compliance requirements, both in practice and in the scientific community, but challenges exist regarding the utility of data and level of anonymization (for example, different privacy techniques preserve privacy but may lead to loss of desired utility of the data).
The security of healthcare computing systems involves identifying how to protect healthcare data, processes, and systems from being attacked by different channels. Lack of encryption and associated best practices for encryption schemes and key management have allowed attackers to gain access to millions of data records. Homomorphic encryption and its variants might provide a solution but they are far from being practical at this point. If appropriate cryptographic and security measures are not taken, integrity verification can lead to privacy leakages. When a query result on an electronic medical record comprised of parts of the record is authenticated against a digital signature computed from the complete record, it might leak information about the remaining parts of the record.
Amazon AWS, IBM Watson Health, Microsoft Azure, and so on offer healthcare cloud services across the industry. But the security challenges of multi-tenant environments such as the cloud include computing isolation guarantees, identity and access control management, SIEM analytics, data provenance, and protection from multiple types of insider threats-cloud provider admins, cloud stack managers and solution admins. Use of best practices in security hardening still has a long way to go (e.g., the Equifax data breach and the Apple root login with no password on MacOS). IoT devices used for healthcare provide better functional capabilities but are vulnerable to security attacks. Blockchains are being used for healthcare data management and audits. However, the weakest link is not in defining security capabilities, but in misconfiguration as well as unreliable and negligent software engineering.
IN THIS ISSUE
This special issue addresses two important topics involved in healthcare informatics and privacy. The protection of patients' privacy while linking their medical records is essential for better healthcare.
Patient health data is often distributed across different systems and regulatory domains. However, precision and personalized healthcare requires access to medical records in a holistic way. It is essential to enable the linkage of disconnected health records. In the first article, "Perfectly Secure and Efficient Two-party Electronic Health Record Linkage," Feng Chen, Xiaoqian Jiang, Shuang Wang, Lisa M. Schilling, Daniella Meeker, Toan Ong, Michael E. Matheny, Jason N. Doctor, Lucila Ohno-Machado, Jaideep Vaidya propose a technique for healthcare record linkage using garbled circuits, which is privacy-preserving while also offering better utility of data.
Analytics of healthcare data from IoT devices and the cloud have the potential to offer real-time and more accurate and efficient healthcare solutions. In "Towards Practical Privacy-Preserving Analytics for IoT and Cloud Based Healthcare Systems," Sagar Sharma, Keke Chen, and Amit Sheth discuss several research challenges that could allow the realization of the full potential of IoT devices in personalized medicine and real-time healthcare.
We hope that readers will find these articles interesting and informative. We would like to express our gratitude to all of the authors and reviewers for their contributions to this special issue.
